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Using the Individual Request for Own Records Form 

 
Legal Background 

The Health Insurance Portability and 
Accountability Act (HIPAA) regulations governing 
privacy require a covered entity to provide an 
individual access to his or her own protected 
health information in a “designated record set” 
with limited exceptions [45 CFR 164.524]. HIPAA 
does not directly require business associates to 
grant access to individuals. Business associates 
must provide access to records as needed to 
permit a covered entity to fulfill its responsibility to 
an individual. Business associate agreements 
must contain provisions that allow this access. 
 
Traditionally, health care practitioners have used 
a standard authorization for disclosure medical 
records even for individuals requesting their own 
medical records. In an effort to make it easier for 
patients to obtain their own records, HHS has 
issued new guidance that discourages the use of 
the standard medical records release. HHS has 
also addressed other issues affecting patient 

access including the method for delivery of records and the fees permitted for record 
productions. As a consequence, practitioners and other covered entities must change their 
usual procedures for satisfying the patient right to access their own records. 
 
HHS has made a distinction between the standard “authorization” for disclosure and the 
individual “right to access” their own records. According to HHS, the access right provides an 
easier and cheaper method of individual access than does traditional disclosure requests. Here 
is the comparison chart published by HHS: 
 

HIPAA Authorization Right of Access 
Permits, but does not require, a covered 
entity to disclose PHI 

Requires a covered entity to disclose PHI, except where 
an exception applies 

Requires a number of elements and 
statements, which include a description of 
who is authorized to make the disclosure and 
receive the PHI, a specific and meaningful 
description of the PHI, a description of the 
purpose of the disclosure, an expiration date 
or event, signature of the individual 
authorizing the use or disclosure of her own 
PHI and the date, information concerning the 
individual’s right to revoke the authorization, 
and information about the ability or inability to 
condition treatment, payment, enrollment or 
eligibility for benefits on the authorization. 

Must be in writing, signed by the individual, and clearly 
identify the designated person and where to the send 
the PHI 

No timeliness requirement for disclosing the 
PHI Reasonable safeguards apply (e.g., PHI 

Covered entity must act on request no later than 30 
days after the request is received 
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must be sent securely) 
Reasonable safeguards apply (e.g., PHI must 
be sent securely) 

Reasonable safeguards apply, including a requirement 
to send securely; however, individual can request 
transmission by unsecure medium 

No limitations on fees that may be charged to 
the person requesting the PHI; however, if the 
disclosure constitutes a sale of PHI, the 
authorization must disclose the fact of 
remuneration 

Fees limited as provided in 45 CFR 164.524(c)(4) 

 
HHS requires practitioners to allow patient access to his or her own records in more than one 
way. HHS suggests that practitioners permit requests in person, by phone, by faxing or e-
mailing the request on the covered entity’s supplied form, by secure web portal, or by other 
means. However, the guidance does not mean that practitioners should not continue to 
document and verify these requests. 
 

A covered entity may require individuals to request access in writing, provided the covered 
entity informs individuals of this requirement.  [See 45 CFR 164.524(b)(1)]    
 
Covered entities also may offer individuals the option of using electronic means (e.g., e-mail, 
secure web portal) to make requests for access.  In addition, a covered entity may require 
individuals to use the entity’s own supplied form, provided use of the form does not create a 
barrier to or unreasonably delay the individual from obtaining access to his PHI. [emphasis in 
the original] 
 

While a practitioner may require a patient to use the practitioner’s designated form, HHS 
outlined examples of practitioner requirements considered by HHS as unreasonable restrictions 
on patient access to his or her own records. 
 

A doctor may not require an individual: 
 

• Who wants a copy of her medical record mailed to her home address to physically 
come to the doctor’s office to request access and provide proof of identity in person. 

• To use a web portal for requesting access, as not all individuals will have ready 
access to the portal.  

• To mail an access request, as this would unreasonably delay the covered entity’s 
receipt of the request and thus, the individual’s access. 

 
Practitioners may make these methods available but cannot create unreasonable barriers to 
access by mandating only one particular method. A practitioner could require use of a form by 
providing various means of completing the request such as allowing a patient fill one out in 
person, posting on online version to a secure website, and permitting email of a request form.  
 
However, practitioners presented with a written letter signed by a patient and containing all of 
the required elements of a patient request for their own records cannot ignore the request 
because the request wasn’t made with the practitioner’s form. 

 
In addition to addressing how an individual can request records, HHS addressed how a patient 
can receive the records. Practitioners must make a good faith effort to meet the patient’s 
request for delivery of records including email of records. 
 

• If the individual requests electronic access to PHI that the covered entity maintains 
electronically, the covered entity must provide the individual with access to the information in 



 3 

the requested electronic form and format, if it is readily producible in that form and format, or 
if not, in an agreed upon alternative, readable electronic format. 
“Where an individual requests a paper copy of PHI maintained by the covered entity either 
electronically or on paper, it is expected that the covered entity will be able to provide the 
individual with the paper copy requested. 

• Where an individual requests an electronic copy of PHI that a covered entity maintains 
only on paper, the covered entity is required to provide the individual with an electronic copy 
if it is readily producible electronically (e.g., the covered entity can readily scan the paper 
record into an electronic format) and in the electronic format requested if readily producible in 
that format, or if not, in a readable alternative electronic format or hard copy format as 
agreed to by the covered entity and the individual. 

• Where an individual requests an electronic copy of PHI that a covered entity maintains 
electronically, the covered entity must provide the individual with access to the information 
in the requested electronic form and format, if it is readily producible in that form and format.  
When the PHI is not readily producible in the electronic form and format requested, then the 
covered entity must provide access to an agreed upon alternative readable electronic format.  
See 45 CFR 164.524(c)(2)(ii).  This means that, while a covered entity is not required to 
purchase new software or equipment in order to accommodate every possible individual 
request, the covered entity must have the capability to provide some form of electronic copy 
of PHI maintained electronically.  It is only if the individual declines to accept any of the 
electronic formats readily producible by the covered entity that the covered entity may satisfy 
the request for access by providing the individual with a readable hard copy of the PHI. 

• The covered entity also may provide the individual with a summary of the PHI requested, 
in lieu of providing access to the PHI, or may provide an explanation of the PHI to which 
access has been provided in addition to that PHI, so long as the individual in advance: (1) 
chooses to receive the summary or explanation (including in the electronic or paper form 
being offered by the covered entity); and (2) agrees to any fees that may be charged by the 
covered entity for the summary or explanation. [45 CFR 164.524(c)(2)(iii)] 

 
The Individual Request for Own Records Form 

The Individual Request for Own Records form has been designed to accommodate HHS 
guidance by establishing verification of requests, identifying the type of records the patient 
seeks, and allowing the patient to select a method for delivery. A check box is provided for on-
site inspection of records to accommodate individual choice and regulations. 
 
Before using the form, practitioners must decide upon legally permitted fees which must be 
disclosed in advance. According to HHS, practitioner may charge “a reasonable, cost-based 
fee” to provide the records. “The fee may include only the cost of certain labor, supplies, and 
postage.” Labor charges cannot include reviewing the access request or searching for records. 
The labor charge can include photocopying, scanning paper records, converting documents to 
the format requested by the patient and preparing an email. Practitioners may not charge for an 
individual’s inspection of his or her own record and cannot prohibit individuals from taking 
photos of their own records with a cell phone. Here is the HHS guidance: 
 

Further, a covered entity may not charge an individual who, while inspecting her PHI, takes notes, 
uses a smart phone or other device to take pictures of the PHI, or uses other personal resources 
to capture the information.  If the individual is making the copies of PHI using her own resources, 
the covered entity may not charge a fee for those copies, as the copying is being done by the 
individual and not the entity.  A covered entity may establish reasonable policies and safeguards 
regarding an individual’s use of her own camera or other device for copying PHI to assure that 
equipment or technology used by the individual is not disruptive to the entity’s operations and is 
used in a way that enables the individual to copy or otherwise memorialize only the records to 
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which she is entitled.  Further, a covered entity is not required to allow the individual to connect a 
personal device to the covered entity’s systems. 

 
However, practitioners should discuss charges with patients if the method of delivery chosen will 
result in high labor fees that the patient would want to avoid. Furthermore, practitioners should 
not use fees to discourage patient access. Practitioners should exercise caution and common 
sense. Remember to consult state limits on these fees which if more restrictive than HIPAA, 
take precedence over HIPAA.  
 
Practitioners must also provide the required security warning to patients requesting email 
delivery. Practitioner must also communicate with the patient about the ability of the practitioner 
to accommodate the patient’s choice for delivery of records. Compliant Solutions provides an 
email request form that discloses these risks and puts conditions on use of email. 
 
Practitioners should understand and follow state laws that place greater restrictions on access 
to records including the usual HIPAA restrictions such as access to psychotherapy notes. These 
limitations have been addressed in the introductory paragraph of the form. 
 
HHS explicitly notes that “mail and e-mail are generally considered readily producible by all 
covered entities” meaning that no practitioner can deny these methods for individual access. 
This direction particularly affects email where HHS directs practitioners to “provide a brief 
warning” to individuals who wish to use unencrypted email to receive their medical records. 
Here is the HHS FAQ on this issue: 
 

“Do individuals have the right under HIPAA to have copies of their PHI transferred or 
transmitted to them in the manner they request, even if the requested mode of transfer 
or transmission is unsecure? 
 
Yes, as long as the PHI is “readily producible” in the manner requested, based on the 
capabilities of the covered entity and transmission or transfer in such a manner would not 
present an unacceptable level of security risk to the PHI on the covered entity’s systems, 
such as risks that may be presented by connecting an outside system, application, or device 
directly to a covered entity’s systems (as opposed to security risks to PHI once it has left the 
systems).   
 
For example, individuals generally have a right to receive copies of their PHI by mail or e-
mail, if they request.  It is expected that all covered entities have the capability to transmit 
PHI by mail or e-mail and transmitting PHI in such a manner does not present unacceptable 
security risks to the systems of covered entities, even though there may be security risks to 
the PHI once it has left the systems. Thus, a covered entity may not require that an individual 
travel to the covered entity’s physical location to pick up a copy of her PHI if the individual 
requests the copy be mailed or e-mailed.   
 
In the limited case where a covered entity is unable to e-mail the PHI as requested, such as 
in the case where diagnostic images are requested and e-mail cannot accommodate the file 
size of the images, the covered entity should offer the individual alternative means of 
receiving the PHI, such as on portable media that can be mailed to the individual. 
 
Further, while covered entities are required by the Privacy and Security Rules to 
implement reasonable safeguards to protect PHI while in transit, individuals have a 
right to receive a copy of their PHI by unencrypted e-mail if the individual requests 
access in this manner.  In such cases, the covered entity must provide a brief warning to 
the individual that there is some level of risk that the individual’s PHI could be read or 
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otherwise accessed by a third party while in transit, and confirm that the individual still wants 
to receive her PHI by unencrypted e-mail.  If the individual says yes, the covered entity must 
comply with the request.”  
 

Finally, HHS addresses individual demands that their records be sent to a third party without 
using the usual “request for disclosure form.”  
 

Can an individual, through the HIPAA right of access, have his or her health care 
provider or health plan send the individual’s PHI to a third party? 
 
Yes.  If requested by an individual, a covered entity must transmit an individual’s PHI directly 
to another person or entity designated by the individual.  The individual’s request must be in 
writing, signed by the individual, and clearly identify the designated person or entity and 
where to send the PHI.  See 45 CFR 164.524(c)(3)(ii).  A covered entity may accept an 
electronic copy of a signed request (e.g., PDF or scanned image), an electronically executed 
request (e.g., via a secure web portal) that includes an electronic signature, or a faxed or 
mailed copy of a signed request. 
 

In addressing other related issues such as fees and records to be released, HHS notes: 
 

“The right of an individual to have PHI sent directly to a third party is an extension of the 
individual’s right of access; consequently, all of the provisions that apply when an individual 
obtains access to her PHI apply when she directs a covered entity to send the PHI to a third 
party.” 
 

Practitioners will need to ensure that they have taken reasonable measures to verify the identity 
of the third party and to ensure the records are correctly delivered to the verified third party. 
Thus, photo ID is required for in person pick up of records. In addition, practitioners are 
permitted to rely upon the patient’s written identification of the third party and the third party’s 
address. 
 
Summary 

HHS has issued a series of FAQs and new guidance to ensure easier individual access to his or 
her own medical records. These instructions mean that practitioners must accommodate a wider 
range of requests for access by patients and must make reasonable efforts to satisfy the 
methods by which the patient requests access. In many cases, this will mean that practitioners 
may no longer be able to simply mail paper records. Practitioners may need to scan records to 
an electronic document format such as a PDF file or may have to scan and copy records to a 
patient supplied USB drive. 
 
As always, practitioners must still make efforts to protect the security of such disclosures; but, 
the patient may ignore practitioner efforts depending upon the degree of risk the patient is 
demanding. Thus, even though a practitioner must have a secure method to email documents, 
patients can demand the records be sent to an unsecure email account. 
 
Practitioners should familiarize themselves with the other elements of the HHS guidance 
including those governing fees, security, and disclosure limitations. 


